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Overview	  
• Children,	  young	  people	  &	  social	  media	  
•Recent	  trends &	  statistics
• Risks	  for	  children,	  young	  people	  on	  social	  
media
•Which	  risks?	  
•Statistics:	  how	  often	  do	  the	  risks	  occur?	  
•Focus	  on	  cyberbullying	  &	  sexting
• Legal framework
• Other	  ways	  to	  address	  risks?	  
• Final	  remarks	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13Source:  Pew  Research  Center,  Teens,  Social  Media  &  Technology  Overview   2015,  
http://www.pewinternet.org/2015/04/09/teens-­social-­media-­technology-­2015/  
Source:	  Digimeter 2015	  
https://www.iminds.be/en/gain-­‐insights/digimeter/2015/social-­‐media
Statistics:	  Social	  media	  in	  Flanders	  
Smartphones	   in	  Flanders
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Smart	  phones
“suggesting	  they	  would	  ‘die’	  without	  their	  phones,	  
that	  phones	  and	  social	  networks	  play	  a	  ‘massive part’	  
in	  their	  relationships,	  and	  are	  shaping	  most	  aspects	  
of	  everyday	  lives”
Ringrose	  et	  al,	  2012:	  53
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Risks?	  
And	  
opportunities!
Risk	  classification	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Commercial Aggressive Sexual Values
Content	  –
child	  as	  
recipient
Advertising,	   spam,	  
sponsorship
Violent	   /	  hateful	  
content
Pornographic	   or	  
unwelcome	   sexual	  
content
Racism,	   biased	   or	  
misleading	   info/advice	  
(e.g.drugs)
Contact	  –
child	  as	  
participant
Tracking	   /	  
harvesting	   personal	  
info
Being	  bullied,	  
stalked	  or	  harassed	  
Meetings	   strangers,	  
being	   groomed	  
Self-­‐harm,	   unwelcome	  
persuasion
Conduct	  –
child	  as	  actor
Gambling,	   hacking,	  
illegal	   downloads	  
Bullying	   or	  
harassing	   another	  
Creating	   and	  
uploading	  
pornography
Providing	   advice	   e.g.	  
suicide	   /	  pro-­‐anorexic	   chat	  
Source:   Hasebrink,   U.,  Livingstone,   S.,  Haddon,   L.  and  Ólafsson,  K.  (2009),   “Comparing   children’s  
online   opportunities   and  risks  across  Europe:   cross-­national   comparisons   for  EU  Kids  Online,   2nd  
edition,   Deliverable   D3.2.”,  LSE,   London,   EU  Kids  Online,   available   at:  
http://eprints.lse.ac.uk/24368/1/D3.2_Report-­Cross_national_comparisons-­2nd-­edition.pdf,   p.  26.  
Which	  risks?
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• Grooming
• Gradual	  proces
• SNS	  contains	  much	  information
• Confrontation	  with	  illegal/harmful/inappropriate	  
content	  
• Advertising	  (targeted	  advertising,	  profiling,	  ...)
Which	  risks?
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• Cyberbullying	  (also	  “cyber-­‐agression”,	  “cyberhate”,	  even	  
“cyberbullicide”...)
Which	  risks?
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• Cyberbullying	  (also	  “cyber-­‐agression”,	  “cyberhate”,	  even	  
“cyberbullicide”...)
Which	  risks?
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• Cyberbullying	  (also	  “cyber-­‐agression”,	  “cyberhate”,	  even	  
“cyberbullicide”...)
Which	  risks?
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• Cyberbullying	  (also	  “cyber-­‐agression”,	   “cyberhate”,	  even	  
“cyberbullicide”...)
• Difficult	  to	  define:	  “being	  cruel	  to	  others	  by	  sending	  or	  posting	  harmful	  
material	  or	  engaging	  in	  other	  forms	  of	  social	  cruelty	  using	  the	  Internet	  or	  
other	  digital	  technologies”	  (Willard,	  2007)
• Regular	  /	  power	  relationship	  
• Relationship	  online	  /	  offline
• Between	  adults	  as	  well	  as	  children	  and	  young	  people
• Related	  to	  other	  online	  risks	  
• Difficult	  to	  survey!	  E.g.	  ≠	  ‘drama’
• Sexting
• Primary	  and	  secondary	  types	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Sexting	  
between	  
adults
Sexting	  
between	  
minors
Primary	  sexting
Secondary	  sexting
CONSENT!
Do	  risks	  have	  another	  impact	  than	  offline?
• Anonymity
• Lack	  of	  physical	  closeness	  (‘cockpit-­‐effect’)
• Threshold	  is	  low
• Fast	  and	  uncontrollable	  distribution	  of	  information	  (eg.	  
viral...)
• Smart	  phone:	  24/7	  online,	  lack	  of	  supervision
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playground,	  
printed	  
photos
How	  often	  do	  the	  risks	  occur?
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• Grooming:	  
• Seldom,	  but	  of	  course	  very	  serious	  consequences
• Sexting:	  statistics	  vary	  
• From	  1%	  to	  20%	  …
• Cyberbullying
• Statistics	  vary	  between	  10	  and	  52%,	  average	  18%	  (EU	  Kids	  Online)
• In	  March	  2014: “An	  increase in	  the	  percentage	  who	  themselves	  received	  
nasty	  or	  bullying	  messages	  online	  (from	  8%	  of	  9-­‐16	  year	  olds	  in	  2010	  to	  
12%	  in	  2013)”	  (EU	  Kids	  Online)
• Children	  and	  young	  people	  are	  concerned	  about	  cyberbullying	  and	  are	  
often	  very	  hurt	  when	  it	  happens	  to	  them	  
• Changing	  roles!
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Source:  netchildrengomobile.eu/
28http://mediasmarts.ca/ycww/cyberbullying-­‐dealing-­‐online-­‐meanness-­‐cruelty-­‐threats
HBSC	  2016	  (2014):	  Flanders
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• Cross-­‐national	  study	  World	  Health	  Organization	  
(11/13/15y)
• Cyberbullying:	  9%	  (past	  2	  months)	  
• Boys:	  average	  6,3%;	  girls:	  average	  12,3%
• 1,5%	  once	  or	  more	  times	  a	  week	  
• Full	  report:	  15	  March	  2016
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All children should be able to safely access ICTs and digital
media, and be empowered to fully participate, express
themselves, seek information and enjoy all the rights
enshrined in the Convention on the Rights of the Child and its
Optional Protocols without discrimination of any kind.
Committee	  on	  the	  Rights	  of	  the	  Child	  (2014)	  
Report	  of	  the	  2014	  Day	  of	  General	  Discussion	  “Digital	  Media	  and	  Children’s	  Rights”
Children’s	  rights	  
UNCRC	  
• Right	  to	  freedom	  of	  expression	  (article	  13)
• Right	  to	  privacy	  (article	  16)
• Right	  to	  access	  ‘high-­‐quality’	  media	  and	  toprotection	  from	  
harmful	  media	  content	  (article	  17)
• Right	  to	  education	  (article	  29)
• Right	  to	  rest	  and	  leisure,	  play	  and	  to	  participate	  freely	  in	  
cultural	  life	  and	  the	  arts (article	  31)	  
• Protection	  from	  sexual	  exploitation	  (article	  34)
• Balance	  
• Between	  different	  rights
• Between	  rights	  children	  and	  rights	  adults	  
Children’s	  rights	  
• CoE	  European	  Convention	  on	  Human	  Rights	  and	  
Fundamental	  Freedoms	  (e.g.	  art.	  8	  and	  10)
• EU	  Charter	  Fundamental	  Rights	  (art.	  24)
1. Children	  shall	  have	  the	  right	  to	  such	  protection and	  care	  as	  is	  necessary	  
for	  their	  well-­‐being.	  They	  may	  express	  their	  views	  freely.	  Such	  views	  
shall	  be	  taken	  into	  	  consideration	  on	  matters	  which	  concern	  them	  in	  
accordance	  with	  their	  age	  and	  maturity.
2. In	  all	  actions	  relating	  to	  children,	  whether	  taken	  by	  public	  authorities	  or	  
private	  institutions,	  the	  child's	  best	  interests	  must	  be	  a	  primary	  
consideration.
Recommendation	  CM/Rec(2012)4 of	  the	  Committee	  of	  Ministers	  to	  member	  
States on	  the	  protection	  of	  human	  rights	  with	  regard	  to	  social	  networking	  
services
Social	  networking	  services	  are	  an	  important	  part	  of	  a	  growing	  number	  of	  
people’s	  daily	  lives.	  They	  are	  a	  tool	  for	  expression	  and	  communication	  between	  
individuals,	  and	  also	  for	  direct	  mass	  communication	  or	  mass	  communication	  in	  
aggregate.	  This	  complexity	  gives	  operators	  of	  social	  networking	  services	  or	  
platforms	  a	  great	  potential	  to	  promote	  the	  exercise	  and	  enjoyment	  of	  human	  
rights	  and	  fundamental	  freedoms,	  in	  particular	  the	  freedom	  to	  express,	  to	  
create	  and	  to	  exchange	  content	  and	  ideas,	  and	  the	  freedom	  of	  assembly.	  Social	  
networking	  services	  can	  assist	  the	  wider	  public	  to	  receive	  and	  impart	  
information.
The	  right	  to	  freedom	  of	  expression	  and	  information,	  as	  well	  as	  the	  right	  to	  
private	  life	  and	  human	  dignity	  may	  also	  be	  threatened on	  social	  networking	  
services,	  which	  can	  also	  shelter	  discriminatory	  practices.	  
Recommendation	  CM/Rec(2012)4 of	  the	  Committee	  of	  Ministers	  to	  member	  
States on	  the	  protection	  of	  human	  rights	  with	  regard	  to	  social	  networking	  
services
Social	  networking	  services	  play	  an	  increasingly	  important	  role	  in	  the	  life	  of	  
children	  and	  young	  people,	  as	  part	  of	  the	  development	  of	  their	  own	  
personality	  and	  identity,	  and	  as	  part	  of	  their	  participation in	  debates	  and	  social	  
activities.
Against	  this	  background,	  children	  and	  young	  people	  should	  be	  protected
because	  of	  the	  inherent	  vulnerability	  that	  their	  age	  implies.
Cyberbullying
36
(F)Acts	   Legal	  qualification	  
Cyberbullying	  
• Council	  of	  Europe
•Recommendations
•ECHR:	  
• art.	  10:	  freedom	  of	  expression	  (“shock”,	  “offend”,	  “disturb”);	  not	  an	  
absolute	  right	  
• art.	  8:	  privacy	  (right	  to	  image,	  eg.	  KU	  v	  Finland)
• EU
•Data	  Protection	  Directive	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Cyberbullying	   in	  Belgium
• Belgium
• Art.	  145§3bisAct 13	  June 2005:	  causing	  nuisanceor	  damage	  by	  means	  
of	  electronic	  communications	  means	  (intent	  /	  correspondent)
• Criminal	  Code:	  
• Art.	  442bis	  Sw.:	  ”stalking” (several	  conditions,	  Cass.	  29/10/2013:	  broad!)
• Art.	  443	  /	  444	  Sw.:	  libel /	  defamation	  (what	  is	  public?);	  art.	  448:	  insult (press	  
crimes!)
• Art.	  550bis	  (hacking),	  550ter	  (viruses),	  210bis	  (informatics	  forgery)
• Right	  to	  image:	  consent ?	  minor ?	  	  
• Data	  Protection	  Act	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Sexting
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International?
Sexting
• Council	  of	  Europe
• art.	  8	  ECHR	  
• Cybercrime	  Convention
• Child	  pornography
• Lanzarote	  Convention	  
• Child	  pornography
• “[e]ach	  Party	  may	  reserve	  the	  
right	  not	  to	  apply,	  in	  whole	  or	  in	  
part,	  paragraph	  1.a	  and	  e	  to	  the	  
production	  and	  possession	  of	  
pornographic	  material:	  [...]	  
involving	  children	  who	  have	  
reached	  the	  age	  set	  in	  
application	  of	  Article	  18,	  
paragraph	  2,	  where	  these	  
images	  are	  produced	  and	  
possessed by	  them	  with	  their	  
consent and	  solely	  for	  their	  own	  
private	  use”
• EU:	  
• Directive	  on	  combating	  the	  
sexual	  abuse	  and	  sexual	  
exploitation	  of	  children	  and	  
child	  pornography	  
• Child	  pornography
• Similar	  exception
• Data	  Protection	  Directive
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Legitimate	  
exploration	  of	  
sexual	  identity?
Sexting	   in	  Belgium	  
• Criminal	  Code:	  various	  provisions	  with	  regard	  to	  obscenity	  
(public!),	  child	  pornography	  (in	  theory!)
• Data	  Protection	  Act
• Right	  to	  image
• Legislative	  proposal!	  
Art. 371/1. Is punishable with imprisonment of six months to five
years:
“[…] 2° showing, rendering accessible or disseminating an image or
sound recording of a nude person or a person involved in an explicit
sexual act, without that person’s consent or unbeknownst to that
person, even if that person consented to themaking of the recording.”
Also	  
UK!
Grooming
• Europe
•Council	  of	  Europe:	  
• Lanzarote	  Convention	  on	  the	  Protection	  of	  Children	  against	  
Sexual	  Exploitation	  and	  Sexual	  Abuse
• Recommendation	  SNS
•EU:	  Directive	  on	  combating	  the	  sexual	  abuse	  and	  sexual	  
exploitation	  of	  children	  and	  child	  pornography
•Belgium
•Criminal	  Code
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Legal	  framework:	   Issues
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• Evolutive	  interpretation	  of	  the	  law?
• Technical	  complexity
• Evidence
• Natural	  reaction:	  delete	  evidence	  
• Find	  perpetrators	  (anonymity	   /	  jurisdiction)?	  
Minor	  perpetrators?	  
• Cooperation	  SNS	  providers
• Priorities	  
Legal	  framework:	   Liability
• Liability
•Children	  /	  young	  people?	  Perpetrator	  as	  well	  as	  victim
• Youth	  protection	  legislation:	  “act	  that	  is	  described	  as	  a	  crime”
• Measures	  such	  as	  supervision,	  education,	  disciplinary	  
measures,	  guidance,	  advice,	  support,	  victim-­‐offender	  
mediation	  
• Civil	  liability?	  ”level	  of	  discernment”	  (act-­‐damage-­‐link)
• Foresee	  damage?	  Eg.	  with	  regard	  to	  sexting?
•Parents?
• Eg:	  Art.	  1384	  Belgian	  Civil	  Code:	  refutable	  presumption	  of	  
liability
• No	  mistake	  in	  education	  /	  supervision?	  smart	  phones?
•Teachers?	  
• Idem	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Alternatives?
Taking	  legal	  steps?	  
The	  last	  resort…	  
And	  apart	  from	  the	  legal	  framework?
• Empowerment
• Media	  literacy	  
• Awareness
• Peer	  mediation	  
• Serious	  games
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Youth Education	  
Sports Media	  
Wellbeing	   Health
Policy	  
areas
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Parents
Service	  /	  
content	  
providers
EducationGovernment
Minors
Whole	  
school	  
approach
SNS	  providers
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Final	  remarks
50
http://www.theguardian.com/lifeandstyle/2013/oct/05/teens-social-networking-good-for-them
Final	  remarks
• Positive	  but	  realistic	  approach	  of	  risks	  for	  young	  
people	  in	  the	  SNS	  environment
•Difference	  risk – harm	  
•Resilience,	  empathy	  
• ‘Evolving	  capacities’:	  age-­‐appropriate	  approach
• Changing	  technology,	  changing	  use,	  changing	  risks	  
• Personal	  devices	  (smart	  phones)
• Commercial	  risks	  (data	  processing)
→	  Data	  →	  Evidence-­‐based	   legislation	  /	  policy
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Practical	   information
• For	  (Flemish)	  parents:	  
http://mediawijs.be/dossiers/dossier-­‐
cyberpesten/advies-­‐ouders-­‐slachtoffers-­‐
cyberpesten
• For	  (Flemish)	  schools	  &	  teachers:	  
http://mediawijs.be/dossiers/dossier-­‐
cyberpesten/advies-­‐voor-­‐scholen-­‐en-­‐leerkrachten
Thank	  you!	  
e.lievens@ugent.be
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